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ABSTRACT

Finite field arithmetic circuits are a core part for implement-
ing some cryptographic systems and Reed-Solomon codes.
In this paper, improved VLSI designs for computing mul-
tiplication and inverse in GF(2™) over normal bases are
presented. The improvements over the previous publica-
tions for the Massey-Omura multiplier [1] include both cir-
cuit and architecture (or logic) levels. At circuit level, the
improved design reduces the area and power consumption,
and is faster than the previous design. At architecture level,
the new design reduces logic complexity and is more regu-
lar, which, in turn, allows static CMOS design and reduces
power dissipation. The latency of the inversion method
based on [2] is reduced with parallelism exploration at no
cost in hardware. Therefore, the work presented in this
paper can provide better VLSI designs in terms of perfor-
mance and power consumption.

1. INTRODUCTION

Finite field arithmetic plays an important role in cryp-
tography, such as elliptic curve cryptosystems, and error-
correcting codes, such as Reed-Solomon codes. With ad-
vances in VLSI technology, elliptic curve cryptography be-
comes attractive for smart card applications, and Reed-
Solomon codes are widely used in digital communication
systems. These applications, in turn, provide opportunities
in the VLSI designs for finite field arithmetic implementa-
tions.

A finite field is a field with a finite number of elements,
where addition, subtraction, multiplication and division are
defined. For every prime p and positive number m, there
is essentially only one field with p™ elements. This field is
also called a Galois field and denoted as GF(p™), where p
is called the characteristic of the field [3]. The field of char-
acteristic 2, GF(2™), is the most important due to its easy
implementation in hardware, where the addition of two el-
ements is just bit-wise XOR. GF(2™) is an m-dimensional
vector space over GF'(2) and any set of m linearly indepen-
dent vectors forms a basis. The bases for GF'(2™) include
standard, normal and dual bases. Different bases can be
chosen to simplify the implementation or to achieve high
performance. This paper will address design issues of mul-
tiplication and inversion over a normal basis.
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A normal basis representation leads to comparable im-
plementation complexity than other bases but lower latency
[4]. Having low latency is very important in elliptic curve
cryptography since finite field arithmetic is the inner loop
operation of this algorithm. One attractive property of nor-
mal basis representation is that the squaring can be com-
puted with a one-bit cyclic shift. For multiplication over a
normal basis, the Massey-Omura multiplier was invented [1]
and one VLSI architecture for implementing this was also
presented in [5]. To avoid complex interconnection among
input signal wires, the pseudo NMOS NOR gate design was
used in [5]. However, this apparently leads to large power
consumption. In [6], a new serial multiplier was invented,
where the interconnection complexity and the number of
logic gates are reduced by XORing input signals. In this
paper, we present an improved design for a Massey-Omura
multiplier. It achieves the same objective as the design in
[6] without constraining the degree of parallelism.

There are several inversion algorithms presented in [5][2]
[7]. The method in [2] has the least time complexity. How-
ever, as shown in this paper, its latency can be further
reduced by exploiting the parallelism in this method.

The rest of the paper is organized as follows. In section 2,
the Massey-Omura multiplier and the inversion based on
Fermat’s theorem are briefly described. Section 3 and sec-
tion 4 present the improved VLSI designs for the Massey-
Omura multiplier and the inverter based on [2] , respec-
tively. Finally, in section 5, concluding remarks are made.

2. PRELIMINARIES

2.1. Properties of GF(p™) and normal basis

The field GF(p™) has two important properties that are
very useful [3]. One is Fermat’s theorem. It states that for
any a € GF(p™), o®” = a. Another property states that
in any field of characteristic p, (a + 8)? = o + B? for any
a and B € GF(p™).

A normal basis of GF(2™) over GF(2) is a basis of the
form v, v, v2, .. A", where vy € GF(2™). With this
basis, any element a € GF(2™) can be represented as

m—1
a=ary+ay’+  +am 17’ (1)

where a € GF(2) ( m 1). It was mathematically

proved [3] that a normal basis exists in any field GF(p™)

and any field GF(p™) contains a primitive element 7 such
-1

m . .
P is a normal basis.



2.2. S arin in normal basis representation
sing the above properties, it is easy to find that
)2
+(am 17" )?

-1

+am 27 (2)

2 om—1

a :(ao’y+a1’yz+ +am 17y
= (a07)* + (a7*)* +

m—1

=am 1'y+ao'y2 +

Therefore, in normal basis representation, the coordinates
of a® can be obtained with the right cyclic shift of the co-
ordinates of a.

2. . Masse Om ra m ltiplier

Let a = (apa1  am 1) and = (o 1 m 1) represent
two elements in GF'(2™) over a normal basis, where a and

( m 1) are coordinates of a and respectively.
Let = (01 m 1) represent the product of a and
Then, ,, 1 can becomputed from a bi-linear function ., 1
[5] as

m 1= m 1(@a1  am 1 01 m 1) (3)

Since in normal basis representation, a squaring means a
right cyclic shift of an element, and 2 = (a )> =a® 2
we have

b)

(m 10 m2)=(m 160 am 2)
(mi10 m 2) (4)
Therefore,
m 2= m 1(@Gm 160 a@m 2 m 10 m 2) (5)

y repeatedly making cyclic shift of two inputs, we obtain
all coordinates of the new product as

m 1= m 1(a0a1 AQm 1 01 m 1)
m 2= m l(am 1Q0 Am 2 m 10 m 2)
1= m 1(aza ai 2 1)
0= m 1(aia2 a0 12 0) (6)

These equations define the Massey-Omura multiplier. Only
one product function ,, 1 (or one logic module) is required
to compute all coordinates of a product. Since there is no
dependence between the computations of different coordi-
nates, either a parallel, digit-serial or serial multiplier can
be constructed as shown in Figures 1, 2 and 3 for the field
GF(2™) [5][ ]- In product function ., 1, the total number

of non-zero product terms, , satisfies 2m 1 m2.
If =2m 1, the basis is called an optimal normal basis.
2. . In ersion in normal basis representation

For the Galois field with normal basis representation, it is
e cient to start a field inversion from Fermat’s theorem
because a field squaring is only a cyclic shift of its coordi-
nates. sing the equation " = a, the inverse of o can be
computed as

a 1:a2m 2 (7)
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Figure 1 GF(2™) parallel Massey-Omura multiplier.
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Figure 2 GF(2™) digit-serial Massey-Omura multiplier
with digit-size=2.

Then the problem remains how to proceed with the expo-
nent in equation (7). The more detailed discussion about
this is presented in section 4.

. IMPRO ED LSIDESI N OR
MASSE OMURA MULTIPLIER

.1. Cir it desi n impro ements

In [5], a custom VLSI design for a serial Massey-Omura mul-
tiplier was presented and its implementation for the product
function ,, 1 in GF(2 ) is shown in Figure 4. The irre-
ducible polynomial for generating its normal basis is chosen
asp( )= + +1 and therefore, the product function

m 1 can berepresented as =ao 1+a0 +a1 o+ar +
az 2+a2 +a o+a 1+a 2. Thelogic module in Figure 4
has two parts. One is called the AND plane and implements
all product terms in the product function ,, 1. Another is
called the XOR plane and sums all product terms. There-
fore, we call this architecture the AND plane XOR plane
implementation. Since the AND has a total of 2m signal
wires as inputs, the routing for these wires is big challenge
for a large value of m. To overcome this problem, a pseudo
NMOS NOR gate design was used in Figure 4, which leads
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Figure 3 GF(2™) serial Massey-Omura multiplier.
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to a regular simple topology.

AND Plane; XOR Plane

vdd b0 bl b2 B3

a2b2,
a3b2,

K

t a2b3

a3bl! )

C v

w00 ||

M a0b33
albo
L i aoba!

i

a a a a3

jj?ﬁhjhﬁjj

Figure 4 Implementation in [5] for product function ., 1
in GF(2 ).

However, the circuit design in Figure 4 has high power
consumption and takes large area. Since the product term
is logic low with a probability of 75 , the circuit consumes
static power 75 of the time. Also, its layout is large due
to the routing requirements for input signals, product sig-
nals and ground. esides, the gate-drain connected MOS
pull-up transistor is not well suited for a high-speed design.
One improvement to overcome these drawbacks is shown
in Figure 5, where a NAND gate design is used and static
power is consumed only 25 of the time. The active load
for each NAND gate is a weak NMOS transistor and it is
compensated with another feedback week MOS transistor.
There are no metal ground lines crossing the AND plane.
The n-diffusions and metal lines of product term signals
are interleaved such that they can share the same physical
space.
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Figure 5 Improvement I over [5] for product function ., 1
in GF(2).

Another improvement over Figure 4 is shown in Figure 6,
where a pre-charged circuit is used. Again, the discharging
probability is 26 and moreover, it does not have static
power consumption. This circuit is easy to design and is
more robust than the one in Figure 5. The inverters after
each NAND gate are also saved because inverting the inputs
of an XOR gate does not alter its output logic value.
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Figure 6 Improvement IT over [5] for product function ,, 1
in GF(2 ).

.2. Ar ite t re desi n impro ement

esides the circuit design approach to reduce the routing
complexity of the AND in the Massey-Omura multiplier,
architecture (or logic) level approaches can also achieve the
same objective. In [6], a new serial multiplier was proposed.
However, this proposed multiplier can not be unfolded to
construct a parallel or a digit-serial multiplier. In this sub-
section, it is shown that the architecture in Figures 4, 5
and 6 [5][4] can be improved with the XOR plane AND
plane XOR plane implementation presented here. The im-
provement starts from the following observation. Since the
product function ,, 1 is a bi-linear function, we can re-
write equation (3) as

m 1m 1 m 1 m 1
m 1= a = af I O)
1 o0 1 0
where € GF(2) ( m 1) and is determined by

the irreducible polynomial that generates this normal ba-
sis. This equation leads to the XOR plane AND plane XOR,
plane implementation shown in Figure 7. The total number
of XOR gates remains the same but the number of AND
gates is reduced close to m for any field GF(2™). More-
over, each plane has only one signal input, which makes
wire routing more regular. nlike the approach in [6], the
structure change presented here for product function , 1
does not affect the property described by equation (6), such
that we can still have either a parallel, a digit-serial or a
serial multiplier.
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XOR Plane’ { XOR Plane

b0 b1 b2 b3
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Figure 7 XOR plane AND plane XOR plane implementa-
tion for product function ., 1in GF(2 ).



Table 1 Multiplier selection at architectural level

| Serial | Digital-Serial | arallel |
AND Gates m m m’
XOR Gates 2m 2 (2m 2) m(2m  2)
Registers 3m 3m 2m
Non-pipelined | Clock Cycle ( ) +(1+ ) +(1+ ) +(1+ )
Throughput — — R
Latency m o
ipeline Regs. 4m 2 (4m  2) m(dm  2)
ipelined Clock Cycle ( ) | ma ( ) ma ( ) ma ( )
Throughput —— — L
Latency (m+2+ ) (Z+2+ ) B+ )

Desi n sele tion

For a particular design, the decision to choose an archi-
tecture or a circuit depends on various constraints, such
as area, throughput, latency and power consumption. For
high-speed designs, the design presented in Figure 6 is the
best because the circuit for its AND plane is similar to a
Domino circuit which does not have a MOS pull-up net-
work, and the XOR plane only has local interconnections.

esides, the design in Figure 6 also provides compact phys-
ical layout even though it uses more NAND gates ( or prod-
uct terms). For low-power and low area designs, the struc-
ture shown in Figure 7 is well suited because the number
of logic gates is minimized and the routing complexity is
reduced. At architecture level, either a parallel, a digit-
serial or a serial multiplier can be chosen. In Table 1, data
are listed for architectural level selection in terms of area,
throughput and latency, where it is assumed that an opti-
mal normal basis is used and the designs are based on the
improved architecture shown in Figure 7.

. IMPRO ED LSIDESI N OR
COMPUTIN T EIN ERSE

Computing an inverse in GF(2™) over a normal basis con-
sists of a sequence of field multiplications and its latency de-
pends on the number of multiplications required. Therefore,
all inversion algorithms are motivated by reducing the num-
ber of field multiplications. For the field with normal basis
representation, computing an inverse starts from equation
(7). The ways of decomposing (2™ 2) result in algorithms
that have different complexity in terms of field multiplica-
tions and storage required [5][2][7][ ][1 |- The most e cient
algorithm, which requires the least number of field multipli-
cations to compute an inverse, was proposed in [2] and its
latency is (  2m) field multiplications. efore presenting
the improved inversion algorithm, the idea in [2] is further
developed, such that an inverse can be computed with a
more regular algorithm. First, we can rewrite equation (7)
as

alz(a2)2m_11:ﬂ2m_11 ()1

where 3 = o®. Then we write the integer (m 1) in its
binary representation as

(m 1)= 2
0
Nowlet = (m 1)2 ( 1), then we have
=2 4 2) (1)
with its initial value as 1= 1. sing this recursive

equation, we obtain
2™t o1=27%1 1
=212 2 +2 1
=21 1)@2'4+1)2 +(2 1) (11)
In general, for any 2, we have
2 1=(2 ' 12 '+1)2 +(2 1) (12)

From equation (12), we obtain the recursive equation to
compute an inverse as

=[*" P B! (13)
=70 [*B] (14)
where =32 ! ( 1) and its initial value is

1 = . In [2], the inversion algorithm has the same flow
as described by equation (13) and it is assumed that a bar-
rel shifter is used to have a one clock cycle cyclic shift for
a shifting of any number of bits. However, when the value
of m is large, the complexity and the clock cycle time of
a barrel shifter are very high, and a shift register shifter is
better than a barrel shifter in this situation. From this view-
point, the improved inversion algorithm can be constructed
from equation (14), where a shifting of a large number of
bits is executed in parallel with the field multiplication of
the right-hand two terms. It is apparent that an inverse
computation requires the same amount of storage for both
methods described by equations (13) and (14). Since the
integer (m 1) is a known value, ( 1+ ) and in
equation (14) can be pre-computed and stored with a very



Table 2 Algorithm the improved inversion in GF(2™) over
normal basis

Input field GF(2™) and non-zero field element o
Output  the inverse a !
1. B a?
2 For from (  2) down to do
3. 2! If ==1, 28
4.
5 Output

small amount of storage. The complete algorithm for the
improved inverse computation is shown in Table 2.

From this algorithm and equation (14), it can be verified
that one inversion takes = om 1) + (m 1)
field multiplications in GF(2™), which was also mathemat-
ically proved in [2], and =(m 1)+ (m 1) 2
cyclic shifts. The (m 1) is the Hamming weight of the
binary representation of the integer (m 1). With equation
(13), it takes the same number of field multiplications but

=m 2 cyclic shifts for one inverse computation. Since

(m 1) m, the inversion using equation (14) does
not take significantly more cyclic shifts than using equation
(13). However, the method using equation (14) can have,
on average, half of its cyclic shifts be hidden within other
operations, and thus reduces the inversion latency without
any cost. This property can also be viewed in the RTL level
diagram described in Figure , which implements the algo-
rithm in Table 2. The exact speed-up of an inverse compu-
tation depends on the implementation of the GF(2™) field
multiplier in Figure

m m o2
a2 m m
Mux Sect & ﬁﬁ
load d —
A : loadB
Right Rotate | ghift o i
lgRBZi;E?E shift & Register
m
loadR
R:
Right Rotat ;
lgRegisola €| shiftR
2 GF(ZN) start_mult
Multiplier

Figure RTL diagram for implementing the improved in-
verse computation.

. CONCLUSIONS

Finite field arithmetic is important for cryptography and
error-correcting codes. In this paper, the multiplication
and the inverse computation in GF(2™) over normal ba-
sis representation was investigated, and the previous VLSI
designs were improved. The improvements over the pre-
vious works for Massey-Omura multiplier are provided at
both circuit and architecture (or logic) levels. The cir-
cuit improvement over [5] can provide more compact design

that has lower power consumption and higher speed. On 1

1

the other hand, while maintaining the property of Massey-
Omura multiplier, the architecture improvement over [5][6]
reduces the logic complexity and results in a static CMOS
design with regular signal wire routing. The inversion algo-
rithm based on [2] is improved with parallelism exploration.
On average, half of the time for conducting cyclic shifts can
be saved by executing them in parallel with field multipli-
cations. The speed-up for an inverse computation can be
significant when the latency of field multiplication is small.
To summarize, this paper has presented the strategies, ar-
chitectures and circuits that can provide better VLSI de-
signs for multipliers and inverters in GF(2™) over normal
bases.
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